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IEC TC65ENEES

1. IL®IC

I[EC TC65/WG10TlZ., EXTOtZXAOFHUGHIH > A7 LDF 2 57+ (Security for industrial
process measurement and control - Network and system security) OE#E(LZHEHEL TWD, ZOfEHE
1ZIACS (Industrial Automation and Control System) B3 5t F 2 U5 ¢ D&, BEEITBITHE
REIE, ERFHOEBICEH T AN RIA >R BBETHS, IACSEER, VIR T - N—RY
TS 75 EHEENC R T B E AL S X 5 4 (Automation Solution) WA T, TD T AT L DIEM
Zhvinb b AN, %% (Policies and Procedures) HEOHEETHO. AT A, A2HR—F > SOt
FaUTARITMAT, BB - EHE WS RN EF 22U T JHEDBTEN D, 200947 HITIEC
62443-1-1 Edition LOAREITESNTHASSHE TISFITIEDRRE, WEMWIEETH D, INETITHT
SN/ZIEMIMASTRIC TIEC 62443 DBAFEIRI 2/ L TE 7208, ATl BIRFR TOIEC 6244381k 1
DOHFERI. PR U2024F8 ATHITIS (EFEHIH) FEiT &7 ZIEC 62443-2-1 Edition 2.0 ERKEN
7, TUTHBORERFENT D,

2. IEC 62443 DHEE & BHFE IR

IEC 624431320248 AR TI8 /- M AR R, F¥. KRB ETIN TS, HEDNAIZISA
(International Society of Automation) WOEMBETE 7 )L — 7 TH 2 Workgroup 99 (ISA99) ELIH[FT
BRERINTHBD., TN T THETSHOMI— K (62443-xy) &L T, IEC, ISAKMHAN S B MAFT
IND. FoMOMEERBITIRNO—EERLITIRT,

F1 IEC 62443 ') — X DEIE EBRRKMR

Category IECNo. Edition Type Title
/5358 Vi 3 [/XBEAT %
General | 62443-1-1 [L.0 s [Terminology. concepts and models ik, 2 v+ 7 b, EFADER [2009-07-30 _ [efri
2.0 TS ( (A L) F D RAE
62443-1-2_|- - [Reserved &3 E E
62443-1-3 [1.0 TR [Performance metrics for IACS security TACS® ¥ 2 ) 7 4 37 # —= v AF{li H:ifE F D £33
62443-1-4 1.0 TR [Security lifecycle and use cases [ACSt* 20747479471k - ISA99CHHFEH PRsE
[ L—RAF—R
62443-1-5 1.0 TS [Scheme for IEC 62443 cyber security profiles|[EC 624430 7 1 7 7 A A (FrE 4y BB (FAK [2023-09-15  [Fef7o%
pv—
62443-1-6 1.0 [PAS [Application of the IEC 62443 standards to [EC 62443 D FERlo T~ F D ESH
the Industrial IoT
Policies and | 62443-2-1 [1.0 § blishing an industrial automationand  [J 4 S—t %2 ) 74 v AV AV by A7 L [2010-11-10  [J&fTi
Procedures lcontrol system security program (CSMS) D il
2.0 IS [Security program requirements for IACS  JACST & » F A —F — i3 % [2024-08-07  [FEfTiA
lasset owners eFa V747 us T AHREE
62443-2-2 |1.0 [PAS [[ACS Security Protection ACSt*=2V7 4707/ ay - [DPAS [2024%:
(BT - 70 2 REEOPIER ¥ — £)
62443-2-3 1.0 TR [Patch in the IACS envi IACSIC#51F 55y FEHAR 2015-06-30  [fTiF
2.0 § [Security Update(Patch) management in the IACSICHF 5% = U 7 4 B (X7 F) THL WD [2024%¢
IACS environment EN
62443-2-4 |11 I§ Security program requirements for IACS  [IACS¥ — & Z{{EF T 2 € ¥ 2 U 7 4 Bk 2017-08-24  FEf7iF
lservice providers 2|
2.0 s (FlE) (1) 2023-12-15  [E1TiF
3.0 IS (€55 [€53) E oint Team!Z T & 145 T ES
62443-2-5 [1.0 TR [[mpl ion guidance for IACS asset  [IACST & » F o —F — 1 R¥A A F F [SA9ICIREHR PRsE
lowners
System | 62443-3-1 [1.0 TR [Security technologies for industrial IACS TR AIRE /5 & * = U 7 4 £kl 2009-07-30  PefTiF
lautomation and control systems
2.0 TR [Use of security technologies in the IACS ACSERBEIC 1) 2 £ % 2 U 7 4 Hff o A F ISA99-CHHFE i
lenvironment
62443-3-2 1.0 s [Security risk assessment for system design [ ¥ 2 ) 7 4 ) A2 30 & & A7 Likal 2020-06-24  [Efrit
2.0 s [(GE) (A B) oint Team IC THUE (<45 T [20254F
62443-3-3 [1.0 § [System security requirements and security  [flfll> 2 F L D% F 2 U 7 4 BEREEAF 2013-08-07  [efris
levels
Component | 62443-4-1 [1.0 IS [Secure product development lifecycle e % 2 7 2 flEEER OFITE 7 v e 2 2018-01-15  [F&{TiFF
Irequirements
62443-4-2 1.0 s [Technical security requirements for IACS  [FIHIFE# 04 ¥ = U 7 1 FERESEFF 019-02-27  [fTiA
Profiles | 62443-5-X |- TR CRiE) (5B D Profile 258N & 1% FiA%) F [[SA99-C R /1 53 BF1E1 U Profile % FFEH PR /E
Conformity | 62443-6-1 [1.0 TS [Security evaluation methodology for IEC  [IEC 62443-2-40 7D ¥ = U 7 4 sl ik [2024-03-12 {797
162443-2-4
62443-6-2 [1.0 TS [Security evaluation methodology for IEC ~ [IEC 62443-4-20 79 D+ ¥ = U 7 4 FHliFik |- IcD 0254
62443-4-2

CLH LA T M R T — & ZB5 D)
IS : [EEEHIHE, TS @ HffiflhedE, TR : Bl &, PAS @ AFfREE
WD : {FH%E, CD @ ZHAME, DPAS:ARIEEEZE, FDIS: BAHEEsk R
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IEC 62443 Tld. MR T U —XTHET HIACSIZBIT H%E| & EHTE (Roles and responsibilities)
DETFIMERINTBO, BEFINICEDESEEENTBNTETFIXRELF 2V 7 MREMENBESNT
Wb, 32bb. EoMORI—-THYEFINEXR—ZXELTHD, HlZE. 7y b+ —F— (Asset
owner) [FIEC 62443-2-12 %ML TIACStEF a2 )T 1 &K b2 T, £ -2 TaNA ¥

(Maintenance service provider, Integration service provider) |ZIEC 62443-2-4, IEC 62443-3-3%%
WML T AT LHFE. RTFRFOEF 22U T 1 Z2HRT 2. T2y b —F—DIACSHSMIL L ZEREICH S
IACSO ViRh—3% > b 70O)NA Fld, IEC 62443-4-1, IEC 62443-4-2%2ZR L ChEFaryiRd>R—%> b
I RTFTHENS B TH 5,

Industrial automation and control system (IACS)
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| Automation Solution

Essential functions

Safety Complementary
functions functions

commissions and validates

Control
functions

designs and deploys

h
Includes configured products
(control systems and devices)

Control system (as a combination of)

| develops and supports

Lot

Product supplier [l Software Embedded Network Host
| develops and supports r applications devices devices devices

Independent of IACS environment

1 IEC 62443 it BREB/EET IV (BIAT : IEC TC65/WG10)

IEC 624431%. IEC TC65/WG10. ISAQQDWTNAD T —F> 77 ) —F (WG) THEAICHFIELER
Z 7 b ENGTEHE KBL, BITT2RATHED TV, 2EDIEC TC65/WG10, ISA 993D
Joint Team (JT-62443-x-y) M20234ENSVLE ENDIRYD, DI Joint Team& @ U TR T 7 k
B T B b & e FEI B R T DRHNICRITL T, ZdJoint Teamid., IEC TC65/WG10M 1> EF LISA99

DFEMOARICEDEBE Lo ZROMATH D, YHOMIZEWGHEDO A -1 > F7 U X ~OEH. WG
MDA — T b, REBERIOWGHEITOH]AE E Vo 2D AN ED 5N TS, Joint Team®DEIRD
2HMARIT. 62443-1-5, 2-4, 6-1. 6-20BFIZIEC TC65/WG10AEMK, ZNLAS D/ DBAFEIZISAI9 A
FARTHED SNTNDA, FERNICIE. BT 2 HMTRIIN TN S,

3. IEC 62443-2-1 Edition 2.0 D#f%

IEC 62443-2-1 Edition 2.01%. 7t v b A —F—iZiT5tFaUF 704 5 A (Security program:
SP) QERFIHAZMET Z2EETHO., 7ty bA—F—HEWICEERTNE O 284 (Policies and
procedures) ZMHET 5. 20104FEICFEfT S N1/zEdition 1.0 TiZ. CSMS (Cyber Security Management
System) EMEEN. IACSIZBIT 2t F a2V T A XYRPA N AT LODERFEHEZRETL2HDTHo /=
73, Edition 2.0Ti&. ISMS (Information Security Management System) Z%£E3 27ty b+ —F—
HEFMETHHIREEA, ISMSEHFET D I EE2FHEE LAAHRICATE I N, TOMEE, Edition 2.0TI3.
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CSMSE WS HEEZBEIL L. ISMSE /3oy /atF a2 ) T4 XX P AL b 7O A D#EEZSPO —HEH
L. ZOEMEEMHL TND, KICIEC 62443-2-1 Edition 2.0Tid. 7t v b A —F —RLICEFHEE
BETOEOOF 2 T RIEBEWSMEMITZHMBELL THBO, JLEEREREF ) 71 RO
WOIEFE L TOISMSE T TIE I N—T &0, IACSICE L L - B RFIHAZEFET S T & T, ISMSED#E
HEZER > TWa, A BESATLEDFR Y NT—=7 538>, vFaUT11 227> NMOERT S
AT NBEERTZETR S AT LRREICE LT 2 Rl ENEF LI TN D,

SPOMERL & %2127 3. SPIISPE (Security Program Element) &IEIEN28DDKRpMEICH D=, E 4
OOt RAEHERET D,

%£2 SPEN—EBLHE

SPEID  Title g5 a—F BE
SPE1 |Organizational security measures ORG FHI& D€ F 2 U 7 4 05K
SPE 2 |Configuration management CM A B
SPE3 |Network and communications security NET Fy P =2 LilBfEDEF2Y T4
SPE 4 |Component security COMP avKR—F3VieFXaVT4
SPE5 [Protection of data DATA T — X DR
SPE 6 |User access control USER =T 7k 2l
SPE 7 |Event and incident management EVENT |[AR_vieAfvyTv boEH
SPE 8 |System integrity and availability IAVAIL AT Lo5EeM e AT

BSPEIIMH 4 D 7O ABHZ2 X EOD/NpEEHRELTWS, TO/NPEE, &/NPENBET 2 5 H G
#£3ITRT, IEC 62443-2-1 Edition 2.0IC#EMT BSPIE. I 6K O X ITHIELzRY > — & FE
Z2OEM, THNOOEBEETERL TV,

x3 SPEDRESFO—EBEEXMNKRTOEZIDH

SPEID  Code Title IR 7 v £ 2 DH

SPE 1 ORG 1 [Security related organization and ISMSO#ZE (ORG1.1) . %2V 7 4 &EHT O (ORGL3) . ¥ 774 Fzc—vtFxa )T 4
policies (ORG 1.6) & ¥
ORG 2 [Security assessments and reviews ¥ a2 )T 4 Y A7 KK (ORG2.1) \ &% = THIFE L X (ORG2.3) &Y
ORG 3 [Security of physical access W7 2 & 2 Hilf (ORG 3.1)
SPE 2 CM1  [[nventory management of IACS N—R L EE-EROER (CM11) | ZEEH (CM1.4) %Y

hardware/software components and
Inetwork communications

SPE 3 NET 1 [System segmentation HEIACSt oA v + 7 — 2 53fff (NET1.1) |, 4 v F 7 — 27 U)o BfE (NET 1.4) 7% &
NET 2 Secure wireless access X o T e I oA (NET2.1) S+ v P 7 — 27 OEWABER (NET2.3) 7% &
NET 3 |Secure remote access VE—FT /AT TV —vavoff# (NET3.1) . VE—}T 272 A0 2 UM (NET3.3) A&
SPE4 | COMP 1 |Components and portable media avKE—3v Fo@E{ (COMP1.1) . A -2 71 A7 4 7OHFH (COMP 1.2)
COMP 2 Malware protection ~Vy T AFry (COMP2.1) , vV v = THR#EY 7+ v = T OEA L BEE (COMP2.3) 7Y
COMP 3 [Patch management X o) T A8y FOIEYYE - ERMERGE (COMP3.1) \ %2V 7 4%y FREMARED Y 2 27 KL
(COMP3.5) %Y
SPE5 | DATA1 [Protection of data T — 205 (DATA1.1) | SEEZKS 7 =) X2 08fA (DATA15) &Y
SPE 6 USER 1 [ dentification and authentication 2 —FIDDH Y M (USER1L.1) . $EHFIEOHMA (USER1.2) 7 &

USER 2 |Authorization and access control 7 7 % 2 A (USER2.1) . Wk#sor8E (USER2.2) 72 ¥

SPE7 | EVENT 1 [Event and incident management X2 )T 44y PA (EVENT 1.1) | v2'7 72 2EH (EVENT 1.6) . MeggteaticFae &
(EVENT 1.9) % &

SPE8 | AVAIL1 [System availability and intended Mk E . (AVAIL 1.1) | BEROHHELE (AVAIL 1.3) %2 ¥

functionalit

AVAIL 2 [Backup/restore/archive sy 27y ZEGFIE (AVAIL2.1) | @A~y 2T v 7 AT 4 7 DEE (AVAIL2.4) 7 &

IEC 62443-2-1 Edition 2.01%. 2-44-1Z%OMMDIEC 624433V — X4 CREIZ BRI A T d S Maturity
level ML) &R 2 T O ARAEETIN ZHZICEMAL TW5, MLIZCMMI Institute/ NEH T 5
CMMI®-SVC (Capability Maturity Model Integration - Service) ZFEICHFEINZETITH D, F£4lZ
RIMIGBERT IO ABAEDETIVEREL Th o,
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k4 7OtARAEIEE (Maturity Level : ML) O—E& & CMMI-SVC & DREZ
Level CMMI-SVC  IEC62443ic ki 3 HEE

EE
ML 1 [Initial [nitial WIHREED 7 e v 2, fTE LU0 X072 TLELIRT R, B4
EXFE I nFIcEmINL TS,
ML 2 |[Managed Managed HEHINT o R, TowROEMTEZHIT 2 ESFLET B 05
7o RO ERIIMEL . T R MNBICEBTX WAL D B,
ML 3 [Defined Defined / EF - FEINZT v R, ML2TERINZ w20 ERI L, KIE
Practiced INTw3,
ML 4 |Quantitatively [Improving WEBHT O T B T ek R, @Y7 7 v RERFEEE L AW, 7
Managed / o ZDHME, £EAT k- Y AOWE, b L <132 O & FEE
Optimizing T& 5,

IEC 62443-2-1 Edition 2.0i3. ATRDHEEIFMLEET I 2R ICMMEDELZHRL, Yy bA—F—
DS DEENELZ2 RS> TEMTRNEFHEOEILER > TS, £z, 7ty M —F—OHEETTEMRT
REVLF 2V TFTAMNEFETHOTH, TOEEIHF—-—EZXTONA IR R—%> N TONA FTHEHSH
BbH5, TOLIBREMITDONWTIE, IEC 62443-2-1 Edition 2.00KE O/ O A 7 7 L > AMAnnex
AICIREINTHD, FEREEOREICPNWTBRILZIENTES, 70U T 7L 2 A0HE LTI,
R CIEC 624433 1) — X DIEC 62443-2-4:2023, IEC 62443-3-3:2013. IEC 62443-4-2:201912/MA T,
ISMSOEREFEIHZHE T 2ISO/IEC 27001:2013, HifEkekotF a2 U+ HRKO I L —LT—ITHS
NIST Cybersecurity Framework Version 1.1OFERFIHEDOT v E THEFEN TN,

PIET#HBALZED, IEC 62443-2-1 Edition 2.0 TId. Edition 1.0& t#E L TIACStEF 21 7 1 HED
BURD i LIEC 624433 ) — XKD EDIFEZHEIC LD AT, 7y M —F —M#sFd R E R
FEORELNR SN TND,

4. IEC 624433 1) — X D4 OB

HfE, IEC 624433 ) —XHBETFIVZHET BIEC 62443-1-1DENED 5N TH D, IEC 62443-2-1
Edition 20 THESINZANEDBEO T, U — X THENSEESR, ETI)VORERENEATN S, TN
BB T, [EC 62443-2-4, IEC 62443-3-372 EDFITHEAD M ONTSH, U —XHBEOME, TV
WCEDETHESINDEETHD., EoMONFIET Y X 2R THRELIN TN FETH S,

¥/, 20239 HITIEC 62443053 HHltF a2 VT« 707 7y AV ERKET 270D AF—L (IEC TS
62443-1-5:2023) BHIEFTI N/, EITISAIISCIECOMTC (EMEER) ITHWT, EHCHEZKROET
28 RAA HEDIEC 62443707 7y A )V ERET HEHEbH 5, BIEL T, TCO5E FIZFRT S NZIAG
26 (Joint Advisory Group 26) IZHBWT, IEC 6244331 — X%, TC 655 &ET D T O APEFHEDP
AT, ¥4 70T (Operational Technology) & & DkkL REXSENSSIRTE S XS KRR
{t. (Horizontal Standard) T 2&EHH 5, BHEATIFIECTIZOTEWS FFEEDEENEE->THH5T. &
HINTWBRRIATH D,

IEC 624430 &0 MHHE T % BRFBIHO @ & VA O 5531 2% (IEC 6244362 U —2X) 12
BT, 20243 ITIEC 62443-2-41Z3x T 2@ S HEFL Gk D HIETH HIEC TS 62443-6-1:2024 (TS :
Technical Specificationfffi{kEE) MNFITI Nz, FICIEC 62443-4-2% x5 & L/ZIEC TS 62443-6-2%,
HEF A TOETIE, 2026FICHRITTFETCTH D, /2. IEC 624430 EXEIoTY YU r—>a>tFaU 5
1B L T, IEC TR 62443-1-6 (TR : Technical Report¥iffifits®) &L TRHEZED TV H DA,
IEC PAS 62443-1-6 (PAS : Publicly Available Specification/zBi{l#kE) &L THFEZ2ED ZERN I N
TWS, 20244FETHIZ, TORENKRINIZIRNTH 5,

¥ 2T WRORKZERIL, AT 2EEEL T, 7oy A —F—OSPERIRIZ AT S
KPI (Key Performance Indicator) E57)LOfEH#E (IEC TR 62443-1-3), BL YA /N —IKEIZHT S5
HIBE SR 9 B $E4E (Security Protection) O#E#E (IEC PAS 62443-2-2) MMERINTW5, Security
Protectionld. ML F 2V 5 1 SHEDIFE TH B Security Level (SL) &, bR 7Ot Zp#vE g
ETHEHIMLEZEDLE, ¥ a1 ##EL Nl (Security Protection Level) &IEEN DY )N —I%
KT DBHEENICEAT RS, EF 2T A REL NN ERET S AF— L (Security Protection
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Scheme) TdH V. IEC PAS 62443-2-2Tld, INSWMEDOFMEARNLENLEINDSTETH 5,

5. £&9

HAN—tF 271 OZENPHLAEIEL TOL<H, IACSOYF 2 71 RIS HD - BEEERD,
2 DTty A —F—IZBVWTREREDO—-DELTRHBINDDH B, ERO@ED., &M TEAB O,
ETFINEMBICHREZED SN TVNEHDE, ) —XHBEOEER. ETINVICEDE THEETLIHENHD.
I—FPFENRTVRIZTY v TTF— SN TR TH S, T/, EEIOTOKPL tFa) 71 HEEN
o LW hEY 7 DEFEEIZOWTHiEmT TH 5.

IEC TC 65MNMIBNTHIEC 62443ICHDIEMA D RAA >, I—RAT7r—RARIELEEF 2 51 1E
WEBHFETHHEHH D, IEC 624431F, EXEPBHOTFAN—tFa )T EHELL T, KDEERMEBED
FIZR 5N H %, G BIEC TC65/WGI0ENEZE B TId. IEC 6244312BHE T 2 BB OB &
EELTVERZWN,

I
IEC TC65/WG10 EFETFZX/)N— b
BEH L (kX B SERIERT - BRZERFE L — )
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